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Chapter One:  Description of TGSS 

Overview:

TGSS is a processing gateway that allows software system developers to easily connect their applications to credit card processing services.  TGSS provides a simple API that is based on well-known internet HTTP protocols.

Input:

The TGSS software accepts data from the World-Wide Web using an HTML form.  Alternatively, software developers can simulate the submission of an HTML form using the HTTP data transmission protocols.

Output:

The TGSS software system provides simple and easy to use responses.  These responses are designed to provide software developers with data in a format that is familiar and easy to parse.  The standard Comma-delimited text format has been selected as the most universal and simple way to present information back to the application.  TGSS provides it’s response data in this simple comma-delimited format so that the details of the specific bank processing are removed from the individual applications.

Integration:

To integrate an application with TGSS, software developers simply implement standard HTTP communications to the TGSS servers.  There are a variety of methods to post data to an external web server on the Internet,  including standard ActiveX controls provided by Microsoft and other vendors.  For non-Windows based systems, we provide a sample PERL program as part of this document.  Any standard HTTP protocol software can provide the functionality to process transactions using TGSS, but we STRONGLY recommend that you implement your solutions using a combination of the HTTP POST protocol and the SSL protocols.  This means that we urge you to perform POST transactions to https (as opposed to GET transactions to http).
Revision:

Version 3 now support additional fields to allow for hardware encryption and extra output fields that provide additional information with an approved transaction.  The fields for encryption have been added to the matrix below, and the output fields have been updated.  The URL has also been updated to reflect version 3 instead of 2.
Chapter Two:  Technical Interface Protocol to TGSS 

Overview:

The TGSS API supports either the HTTP GET or HTTP POST protocol, although the HTTP POST protocol is strongly recommended.  The data should be sent to the following URL:

https://stats.slimcd.com/soft/web_terminal_v3.asp  <- use this if you want to require name, etc
https://stats.slimcd.com/soft/cd_terminal_v3.asp <- use this if you don’t’ want fields required.

Input:

The following fields are used when sending data for processing:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction - available values are:  AUTH,FORCE,SALE,VOID,CREDIT

	gateid
	char
	12
	Based on transtype
	Gateway ID for previous transaction. Return this when forcing an auth or voiding/crediting a charge.

	first_name
	char
	20
	Yes
	First name of cardholder

	last_name
	char
	20
	Yes
	Last name of cardholder

	address
	char
	30
	Yes
	Cardholder address

	city
	char
	20
	Yes
	City

	state
	char
	20
	Yes
	State

	zip
	char
	10
	Yes
	Zipcode

	country
	char
	30
	Yes
	Country

	phone
	char
	20
	Yes
	Cardholder phone number

	email
	char
	40
	Yes
	Cardholder Email address

	cardnumber
	char
	20
	Yes
	Card number

	expmonth
	char
	2
	Yes
	Expiration month (MM)

	expyear
	char
	4
	Yes
	Exp year (YYYY)

	CVV2
	char
	3
	No
	CVV2 (Optional)

	amount
	char
	12
	Yes
	Amount to charge (USD)

	clientid
	char
	6
	Yes
	Set this value as assigned by the TGSS administrator.

	siteid
	char
	10
	Yes
	Set this value as assigned by the TGSS administrator.

	priceid
	char
	6
	Yes
	Set this value as assigned by the TGSS administrator.

	password
	char
	8
	Yes
	Plaintext password for the client account

	clientip
	char
	20
	No
	Remote address of requesting client or person (optional)

	trackdata
	char
	variable
	No
	Card swipe track data

	cardpresent
	char
	3
	No
	Contains the value “yes” or “no”

	quasicash
	char
	3
	No
	Contains the value “yes” for quasi-cash 

	readerpresent
	char
	3
	No
	Contains the value “yes” or “no” for a card reader at the merchant’s location

	client_transref
	char
	20
	No
	Client-supplied transaction identifier, which will be passed to the credit card network for specific industry types.  

	extra_credit
	Char
	3
	No
	Contains the value “yes” or “no” to allow refunds for more than the amount of the original transaction

	encryption_device
	Char
	20
	No
	Default is blank, which causes automatic detection based on input. Valid option list will change, but currently:  IDTECH, POSX, MAGTEK.  Note that all devices default to KB mode, but HID mode can be used if trackdata is sent as all HEX digits.

	encryption_type
	Char
	20
	No
	Default is blank, which defaults to TDES. Valid option list will change, but currently:  TDES or AES

	encryption_key
	char
	20
	no
	Indicator of the key injected in the device. Default is blank, where key is determined from indicators in the trackdata.


Output: 

After transaction is processed, you are passed back one string of the following format:

"AXXXXXX","GID","YYYYYY","ZZZZZZ",”firstname”,”lastname”,”cardtype”,”last_4”,”expmonth”,”expyear”,”processor_token”,””
Where the four fields represent a standard formatted response.  

· The first field indicates the Approved/Declined/Error status, appended by some additional text.  The additional text varied depending on the Approved/Declined/Error status.  

· If the first character is a “Y” for an Approval, then the next 6 characters are the AuthCode from the banking system.  After the 6 characters, there may be an optional one-character AVS response, and an optional one-character CVV2 response.  These will only appear if address or cvv2 information was provided as part of the transaction request.

· If the first character is an “N” for a Decline, then a variable-length text message follows which defines the reason for the decline.  

· If the first character is an “E” for an Error, then a variable-length error message string from the gateway software or the banking system will be presented.

· The second field indicates the GATEWAY IDENTIFIER DEFINITION (a 3-character string indicating the bank that processed the transaction. This is specific to the TGSS system.

· The third field is the “GateID” field.  This value of this field must be returned when performing VOID, CREDIT, or FORCE transactions.  It is the responsibility of the merchant’s software to retain this value when performing AUTHONLY transactions, and use that value to perform any necessary FORCE transactions.  The GateID must also be preserved from any SALE or FORCE transactions and supplied when performing any corresponding VOID or CREDIT transactions.

· The fourth field is a numeric identifier for the bank.  This is useful, but not always necessary. Nor is it always available.  Approved and Declined transactions should usually have a value in this field, but not transactions that result in Error replies.  Note that on Concord, this value will contain 2 fields.  The first is an identifier for the bank gateway, the second is an identifier for the processor (the processor_id).  They are separated by a hyphen.  (ie:  “zzzz-zzzz”).  
· Some processors now provide a 4-part hyphenated field.  If this is the case, the four parts will be:

· reference

· client_transref

· approved_amount

· balance

· The fifth field contains the first name, if sent.

· The sixth field contains the last name, if sent.

· The seventh field contains a string indicating the card type, either VISA, MC, AMEX, or DISC.

· The eighth field contains the last 4 digits of the card, for storage or the receipt.

· The ninth field contains the expiration month, in two digit format.

· The tenth field contains the expiration year, in two-digit format.

· The eleventh field contains the processor token, if the merchant account and processor supports third-party tokens.  This feature is not currently supported, but is in development.
· The final field is left blank at this time, and is held for a feature to be implemented later.

Finished example: YTAS123MY, VTL, 12345678, 45654-INVOICE1-14.00-100.00, firstname,  lastname, cardtype_string,  last4, expmonth, expyear, processor_token
Chapter Three:  Industry-Specific Extensions to TGSS

Overview:

The TGSS API supports extensions for industry-specific merchants.  To use the industry-specific extensions, your merchant account must be established for the specific industry, and the SLIM CD staff must configure the associated merchant business type in the TGSS system.

Retail-Specific Input:

The following fields are used when sending data for processing for RETAIL merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction – additional values are:  

OFFLINE

OFFLINEAUTH

OFFLINEFORCE

QUASICASH



	authcode
	char
	6
	Sometimes
	Required for OFFLINE transactions

	processor_id
	char
	7
	Sometimes
	Required for Concord voice-auth


Retail-Specific Output: 

The output for retail-specific transactions is the standard output described in Chapter 2.

Restaurant-Specific Input:

The following fields are used when sending data for processing for RESTAURANT merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction – additional values are:  

OFFLINE

OFFLINEAUTH

OFFLINEFORCE



	authcode
	char 
	6
	Sometimes
	Required for OFFLINE transactions

	processor_id
	char
	7
	Sometimes
	Required for Concord voice-auth

	gratuity
	char 
	12
	No
	This describes the amount of the charge that is associated with a tip.




Restaurant-Specific Output: 

The output for restaurant-specific transactions is the standard output described in Chapter 2.

ECommerce-Specific Input:

The following fields are used when sending data for processing for ECOMMERCE merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	egoodsindicator
	Char
	2
	No
	Contains the value “P” for Physical goods, “D” for Digital goods, or “PD” for a combination of physical and digital goods.


ECommerce-Specific Output: 

The output for ecommerce-specific transactions is the standard output described in Chapter 2.

Directmarketing-Specific Input:

The following fields are used when sending data for processing for DIRECTMARKETING merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction – additional values are:  

OFFLINE

OFFLINEAUTH

OFFLINEFORCE



	authcode
	char 
	6
	Sometimes
	Required for OFFLINE transactions

	processor_id
	char
	7
	Sometimes
	Required for Concord voice-auth

	shipdate
	Char
	4
	No
	Date of the shipment of goods, in MMDD format.


Directmarketing-Specific Output: 

The output for directmarketing-specific transactions is the standard output described in Chapter 2..

Autorental-Specific Input:

The following fields are used when sending data for processing for AUTORENTAL merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction – additional values are:  

OFFLINE

OFFLINEAUTH

OFFLINEFORCE

Incremental

Reversal



	extracharge
	char 
	6
	No
	This describes the extra charges as follows:

0=None

1=Gasoline

2=Mileage

3=Late Return

4=One Way Service Fee

5=Driving Violation

The data should be left-justified and zero padded to 6 character positions.



	noshow
	char
	1
	No
	The noshow flag indicates charges for a reservation that caused a non-cancellation penalty:

0=None

1=No Show



	rentaldate
	char 
	6
	No
	The date the cardholder first drove away in the rental , in YYMMDD format.  

	stayduration
	char 
	2
	Sometimes
	This field is required when making a reservation, or checking in.  When booking a reservation, this should contain the number of days of prepayment the charge represents. In the case of a rental, this represents the number of days for the expected rental. This field should be right justified and zero filled to two digits.

	rentername
	char 
	20
	No
	Name of car renter (MasterCard)

	returncity
	char
	18
	No
	Name of city which the car is returned (MasterCard)

	returnstate
	Char
	3
	No
	Name of state/Country where rental was returned (MasterCard)

	returnlocationid
	char
	10
	No
	Location of the return center (MasterCard)

	authcode
	char
	6
	Sometimes
	Required for OFFLINE transactions

	processor_id
	char
	7
	Sometimes
	Required for Concord voice-auth


Autorental-Specific Output: 

The output for autorental-specific transactions is the standard output described in Chapter 2.

Hotel-specific Input:

The following fields are used when sending data for processing for HOTEL merchants:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	type of transaction – additional values are:  

OFFLINE

OFFLINEAUTH

OFFLINEFORCE

Incremental

Reversal



	chargetype
	char
	1
	Yes
	This contains a value of:

1=Hotel

2=Restaurant

3=Gift Shop



	extracharge
	char 
	6
	No
	This describes the extra charges as follows:

0=None

1=RESERVED

2=Restaurant

3=Gift Shop

4=Mini-Bar

5=Telephone

6=Other

7=Laundry

The data should be left-justified and zero padded to 6 character positions.



	noshow
	char
	1
	No
	The noshow flag indicates charges for a reservation that caused a non-cancellation penalty, or other special charges, as follows:

0=None

1=No Show

3=Card Deposit

4=Delayed Charge

5=Express Service

6=Assured Reservation



	checkindate
	char 
	6
	No
	The date of check-in, as YYMMDD format.  In the case of a pre-paid reservation, this should be the date of the reservation.  In the case of a NOSHOW charge, this should be the date on which the reservation was made.

	checkoutdate
	char
	6
	No
	The date of the expected departure, in YYMMDD format.

	stayduration
	char 
	2
	Sometimes
	This field is required when making a reservation, or checking in.  When booking a reservation, this should contain the number of days of prepayment the charge represents. In the case of a check-in, this represents the number of days for the expected stay. This field should be right justified and zero filled to two digits.

	roomrate
	char 
	12
	No
	Amount of the daily rate for the room

	prestigiousind
	Char
	1
	No
	A VISA flag indicating:

space=Not Participating

D=$500

B=$1000

S=$1500



	authcode
	char
	6
	Sometimes
	Required for OFFLINE transactions

	processor_id
	char
	7
	Sometimes
	Required for Concord voice-auth


Hotel-Specific Output: 

The output for hotel-specific transactions is the standard output described in Chapter 2.

Debit Transactions:

Debit transactions resemble Retail card-swiped credit card transactions.  Debit transactions MUST be card-present, with TRACK2 data.  

Debit-Specific Input: 

The following additional fields are used when sending data for processing for DEBIT transactions:

	Field Name
	Data Type
	Max Length
	Required
	Description

	transtype
	char
	1-8
	Yes
	THE ONLY PERMITTED TRANSACTION TYPES ARE:

Sale

Credit



	pinblockdata
	char
	32
	Yes
	This contains the encrypted pin code and decryption key from the MagTek IntelliPin PINPAD.



	cashback
	char
	12
	No
	This contains the amount paid as cash back to the consumer.




Debit-Specific Output: 

The output for a debit transaction is the same as a credit card transaction, and will result in either an approval or a decline.

Processor-specific Fields: 

The input for all merchant types can accept the “processor_id” field and pass that information to the processor.  Currently, this is only used with merchants on the Memphis platform for EFS Concord.

Fields Used Per Transaction Type:

	Field Name
	SALE
	AUTH
	FORCE
	VOID
	CREDIT
	OFFLINE
	OFFLINE

AUTH
	OFFLINE

FORCE
	Incremental
	Reversal

	transtype
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	gateid
	
	
	✔
	✔
	✔
	
	
	✔
	✔
	✔

	first_name
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	last_name
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	address
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	city
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	state
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	zip
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	country
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	phone
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	email
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	cardnumber
	✔
	✔
	OPT
	OPT
	OPT
	✔
	✔
	OPT
	OPT
	OPT

	expmonth
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	expyear
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	CVV2
	✔
	✔
	
	
	
	
	
	
	
	

	amount
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	clientid
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	siteid
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	priceid
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	password
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	clientip
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	client_transref
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔
	✔

	authcode
	
	
	
	
	
	✔
	✔
	✔
	
	

	Restaurant
	
	
	
	
	
	
	
	
	
	

	gratuity
	✔
	
	✔
	
	
	✔
	
	✔
	
	

	Ecommerce
	
	
	
	
	
	
	
	
	
	

	egoodsindicator
	✔
	✔
	
	
	
	
	
	
	
	

	DirectMarketing
	
	
	
	
	
	
	
	
	
	

	shipdate
	✔
	
	✔
	
	
	✔
	
	✔
	
	

	AutoRental 
	
	
	
	
	
	
	
	
	
	

	extracharge
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	noshow
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	rentaldate
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	stayduration
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	rentername
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	returncity
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	returnstate
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	returnlocationid
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	Hotel
	
	
	
	
	
	
	
	
	
	

	chargetype
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	extracharge
	✔
	
	✔
	
	
	✔
	
	✔
	
	

	noshow
	✔
	
	✔
	
	
	✔
	
	✔
	
	

	checkindate
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	checkoutdate
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	stayduration
	✔
	✔
	✔
	
	
	✔
	✔
	✔
	
	

	roomrate
	✔
	✔
	
	
	
	✔
	✔
	
	
	

	prestigiousind
	✔
	✔
	
	
	
	✔
	✔
	
	
	


OPT – Optional field for verification purposes.  Note that the left 25 characters of client_transref will be submitted to the credit card network for AUTH, SALE, OFFLINE, and OFFLINEAUTH transactions.

Chapter Four:  Interface Examples

Sample Perl Program for TGSS:

#!/usr/bin/perl

use HTTP::Request::Common;

use LWP::UserAgent;

sub process_transaction {


($clientid, $siteid, $priceid, $firstname, $lastname, $address, $city, $state, $zip, 


$country, $phone, $email, $amount, $cardnumber, $expmonth, $expyear, $transtype, 


$cvv2, $clientip, $password, $gateid) = @_;


$ua = LWP::UserAgent->new;


################################


# Assemble transaction data    #


################################


$server_response = $ua->request(POST 'https://localhost/software/web_terminal_v2.asp', 



[




transtype => $transtype,




clientid => $clientid, 




siteid => $siteid,




priceid => $priceid,




password => $password,




first_name => $firstname,




last_name => $lastname,




address => $address,




city => $city,




state => $state,




zip => $zip,




country => $country,




phone => $phone,




email => $email,




cardnumber => $cardnumber,




expmonth => $expmonth,




expyear => $expyear,




amount => $amount,




clientip => $clientip



]  ) ;



if($server_response->is_success) {




# return transaction string from server.




return $server_response->content;



}



else {




# analyze error and return appropriate info.




print $server_response->error_as_HTML;




return "ERROR-SEE_DEBUG_OUTPUT";



}

}

#

# Heres an example transaction. (Amounts are taken in US dollars.)

$ar = process_transaction(1,562519011,2,"Testfirst", "Testlast", "123 Some addr", "Testtown", "FL", "33071", 


"US", "800-555-1212", "test@testing.com", "25.00", "4747474747474747", "03", 

"2003", "SALE", "NA", "127.0.0.1", "testmaster","");

print $ar;

